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Abstract
Structured Query Language (SQL) is widely used to operate Relational Databases (RDBs), and to operate an RDB with SQL, an
application called an SQL Client is used. Recently, many SQL Clients have been developed and have become more users friendly.
An SQL Client is very useful for learning SQL, but it is not designed for the classroom. There are some problems associated with
classroom use. One problem is that the teacher cannot monitor the learner’s progress, and in any case, it is diﬃcult to add such
a function to an SQL Client. In this paper, we propose a method for gathering information for monitoring study progress on the
RDB side using an Audit Log. With this method, learners can use any SQL Client. We have developed an experimental system to
implement this method and evaluate its use in the classroom.
c© 2016 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of KES International.
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1. Background
Relational Databases (RDBs) are widely used to store data, and are therefore, used in many business applications.
To work with an RDB, SQL is embedded directly within the applications. Recently, advancements in Big Data and its
related technologies have led to the development of a new database environment called NoSQL, which has become
popular and is now widely used in the ﬁeld. However, many systems using RDB still now, and had indeed lost its
importance.
SQL has the same characteristics; language based on relational algebra, and database operation commands. There-
fore, mastering SQL requires both lectures in theory and long-term training. In the training, learners write many SQL
statements and execute on RDB, so it is necessary to provide useful exercise environment.
Many higher education institutions teach RDB and SQL. In this paper, we focus on assisting with SQL training by
providing good tools for learners and useful information for teachers.
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Fig. 1. GUI Based SQL Client
2. Related Technology
In this section, we introduce some RDB and SQL technologies.
2.1. SQL Client
SQL is a language used to manage and operate an RDB, so an application is necessary for sending SQL statements
and for receiving results from the RDB. This application is called an SQL Client.
There are many types of SQL Clients. The simplest one is a Command Line Interface (CLI) application designed
for Unix and some other operating systems. This application works on a character-based terminal. It is a poor user
interface.
Recently, more useful SQL Clients have been developed. These clients have a Graphical User Interface (GUI),
editor, and viewer. Fig. 1 shows an example of one of these SQL Clients, ”Sequel” and ”phpMyAdmin”. The editor
is used for writing SQL statements, and in many cases, it has other useful functions, for example, complement the
reserved words of SQL and the name of database, table and columns. The viewer, which shows the results, usually
looks like a spreadsheet; the user can sort, insert, and delete data with spreadsheet-like operations.
An SQL Client is a useful tool, not only for maintaining a database, but also for testing the SQL code during
application development. So it is useful for SQL training.
2.2. Audit Logging
The threats of Cyber Attacks are ever increasing. Cyber Attacks are of various types. The most critical attack is
one that results in a leak of secret information.
Nowadays, the menace of a leak does not just come from outside an organization. According to an Internet security
threat report by a private security company1, the leak of personal information by employees accounts for 20% of all
leaks.
To counteract this threat, many RDB systems implement an audit logging function (Audit Logging). Audit logging
is a general technology used in business applications and logging all behavior of users. In RDB, audit logging records
all commands and SQL statements that operators execute. From this information, an administrator can identify the
user who accesses or leaks secret information.
Audit logging is not only for security purpose, but also to assist daily business. There are same studies2,3 that
analyzing business workﬂow from the audit log.
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Fig. 2. Monitoring Study Progress using Audit Log
3. Problems and Solution
3.1. Using an SQL Client for a Practice Exercise
The GUI based SQL Client is very useful, and it has good functionality for learning SQL. For example, comple-
menting function are decreasing the possibility of making mistakes (typos), and the user-friendly interface supports
learner trial and error.
There are many GUI based SQL Clients and they have own distinctive features. For example, ”MySQLWork-
bench” and ”SQLEditor” have a function to draw ER or EER diagram, and ”HeidiSQL” can manage table data as a
spreadsheet. Thus, teachers can select SQL Client to meet each individual’s objectives on their lecture. If the purpose
of the lecture is to learn database design, draw ER or EER diagram became essential.
The SQL Client is not just convenient for learning SQL. Some SQL Clients are based on Web Applications, for
example phpMyAdmin; thus, it is not necessary to set anything up on a user’s PC. Web-based SQL Clients are really
useful when a classroom has a large number of students.
3.2. Problems and Goal of This Research
In a classroom exercise, the teacher has to grasp the learner’s progress status to be able to direct the next step of the
exercise, or to coach the learners. However, if the learner uses an SQL Client, the teacher cannot automatically track
the learner’s progress status.
The goal of this research is to assist teachers to grasp the learner’s progress status. In order to achieve this goal, we
set two conditions.
• Do not make new SQL Client
One way to obtain the learner’s progress status is to develop new SQL Client, which will include a function
for viewing a learner’s progress status. This is not a good solution, because the existing SQL Clients are very
useful and have many functions. It is diﬃcult to develop new SQL Client better than an existing SQL Client.
• Do not customize an existing SQL Client
Another way to examine a learner’s progress status is by customizing an existing SQL Client, but this is also
diﬃcult. There are many SQL Clients and they are developed by various programming language and some of it
is not open the source code.
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Fig. 3. Block Diagram of Implementation
3.3. Proposal
In this paper, we propose a method for obtaining a learner’s progress status from the RDB by using Audit Logging
as shown in Fig.2. Audit Logging records information about who executed an SQL statement and when, so it is
possible to view the learner’s study progress from this log. Audit Logging is a function of the RDB, and there are no
customize on SQL Client. From this characteristic, this method meets certain conditions.
Using Audit Logging solves the problem of the diﬃculty in obtaining a learner’s study progress from an SQL
Client. However, there are some problems using the Audit Logging. SQL Clients execute more SQL statements than
the learner write in exercise. Some SQL statements are executed by the SQL Client itself to get the RDB status, and
other statements are executed by a learner while using the SQL Client, for example, sorting or ﬁltering within the
SQL Client viewer.
The Audit Logging function simply logs SQL from the SQL Client, so there is no information that distinguishes
between what a learner writes and the standard SQL Client operations. If a learner only operates the SQL Client and
does not write any SQL, the Audit Logging will record system SQL statement, and all SQL statement will show as
being successful.
To solve this problem, we propose a method of comparing the results of a learner’s SQL with the correct answer
registered beforehand by the teacher.
This method makes intrinsic eﬀect. From this comparison, the teacher will know not only when the learner has
been successful, but also know what step the learner reach. This is very useful to grasp the learner’s progress status.
4. Implementation
To evaluate our proposal, we developed a progress status tracking system using Audit Logging. The block diagram
of this system is shown in Fig. 3. This system contains two subsystems, Study Data Collection and Data Visualization.
This system is targeted towards an actual lecture taking place in our University. In this lecture, students use their
own server because they have to develop a web application using an RDB, and the database name is ﬁxed. Each
server is provided by Virtual Server, which has an RDB (Maria DB), Web Server (Apache), and web-based SQL
Client (phpMyAdmin) for student use.
4.1. Study Data Collection
The Maria DB has Audit Logging by default, and logged data is automatically sent to a Unix Syslog system. In this
implementation, we use the Syslog system to gather audit logs from the learner’s server. Most RDBs have a built-in
function to save log data into a ﬁle. In this case, ”Fluentd,” the open source data collector, can be used to gather the
audit logs.
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Fig. 4. Example of Data Visualization
In this implementation, learners use the same account name to access the RDB on each server, so we just convert
the server name to the learner’s identiﬁcation, and add it to the audit log. From this subsystem, we get learner, time,
SQL statement, and execute status (success or failure).
The gathered SQL code is processed using a sample database within this subsystem, and the results of this process
are compared to the correct answers as described in our proposal. SQL is ﬂexible, so there are some variations in
correct answers. Because of these variations, we use the result comparison instead of the SQL description comparison.
From the evaluation explained below, we ﬁnd that many learners make the same mistakes. These mistakes execute
successfully but return wrong result, and learners dose not realize. It is useful for the teacher to know how many
learners make the mistakes. Therefore, we have added a feature that teachers can use to register a few SQL responses
(correct answers and common mistakes) in this subsystem.
4.2. Data Visualization
From the Data Collection subsystem, the learner’s status is stored in the status database. To be useful for teachers,
it is necessary that the learner’s status be visualized. There are many data visualization methods, so we experimentally
developed a simple data visualization system for the evaluation of the collected data. A sample Data Visualization
result is shown in Fig. 4.
Fig. 4 shows a horizontal axis representing time, and a vertical axis with learner IDs. The data point on the graph
shows the SQL execution time and status.
The status is categorized by the result (failure or success) of the SQL execution.
The failure results are identiﬁed by RDB result status (Error Code) and it is useful for the teacher to know what
error is occurred, for example, minor syntax error or logical error. So we have added a feature that teachers can
register some Error Code to show in this Data Visualization view with color. And the success result contains of the
SQL match to those SQL results previously registered by the teacher.
We then classify the status into four color-coded categories:
• SQL execution failed by other reason: red.
• SQL execution failed and matched the registered Error Code : registered warm color.
In Fig. 4, color ”orange” shows a simple syntax error and ”purple” shows a table or column name error.
• SQL execution succeeded: blue.
• SQL execution succeeded and matched the registered SQL code: registered cold color.
In Fig. 4, ”green” shows example statement shown by teacher and ”dark green” shows correct answer.
From this visualization, the teacher can see a picture of the learner ’s progress with the exercise.
5. Evaluation
We tested this newly-developed system with an actual class being taught SQL and RDB. The test included both
lecture and practical exercise components. In that class, we provided our system to all students, and enabled them to
use this system any time, both in class and outside of class.
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Fig. 5. Real Time Data Visualization
During a class period, over 60 students executed SQL on an RDB at one time, and the data collection of the study
progress function subsystem correctly recorded the behavioral data.
5.1. Real Time View of Class Period
This Data Visualization works in real time (minutely). Fig. 5 shows the Data Visualization sample of real time
student statistics. In Fig. 5, left chart shows status of 20 minutes after the class period start, middle chart shows status
of 30 minutes after, and right chart shows status of 40 minutes after. If the chart shows cold color, many students do
works well, and if itshows warm color, many students in trouble.
From this visualization, teacher can grasp the trend of student statistics in real time, and ﬁnd the learner who is in
trouble or decide to go the next step.
5.2. Overview of Class Period
The Data Visualization sample in Fig. 5 shows the overview of Class Period. In Fig. 5, each ﬁgure indicates a
diﬀerent day of class period (9:00 - 10:30). In (b), ”green” shows example statement execution shown by teacher and
many students execute this example at early class period. In (d), teacher give a lecture most of the class period and
students execute sample SQL in textbook.
This visualization shows the trend by color for each class period, enabling the teacher to decide what the next step
of the exercise should be.
6. Conclusion and Future Works
In this paper, we have proposed a method whereby a learner’s study progress in SQL exercises can be measured.
In classroom exercises, an SQL Client is useful for the learning process, but it is diﬃcult to collect data regarding
the progress a student has made. Our method uses an RDB side function, called Audit Logging, so that a learner can
use any SQL Client. Many SQL Clients are available, and learners can choose any one of them for their learning
activities.
Using this method, we can obtain suﬃcient information to assist teachers, but there is stillroom for improvement.
Because this method stores all learner-executed code, it can be used for understanding process tracing.
In future, we hope to develop a data analysis system to assist with learning SQL. One is for teachers. From this
code or operation log, it is possible to make cluster of learner or learner model. It will make good suggestion for
teaching. Another is for students. The learner model will make good suggestion not only for teachers but also for
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Fig. 6. Data Visualization in Class Period
students. Our method works in RDB side and it has no way of direct feedback to students. Thus we hope to develop
an assistant application to learn SQL with this system.
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